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Abstract: In today's scenario, data security and storage issues are posing a difficulty 
for consumers while interacting with the computer system. With the Cloud computing 
Environment, the storage problem will be solved. However, storing data in a cloud 
environment is simple due to its properties, but data security is a concern. In this 
paper, we'll focus at how to safeguard data in a cloud context by implementing a 
recommended encryption technique. We're working on four goals for data security: 
the first is to develop a proposed cryptographic algorithm for data safety, the second 
is to automatically create the key for encryption, The third goal is to reduce the key 
size while encryption, and the fourth goal is to reduce the number of keys used 
during round process. We will be able to safely store data on the Cloud if we achieve 
these goals, and the suggested method's performance will be superior to the existing 
approach. 
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1 Introduction 

 

Hard disc drive space is limited in today's period for storing data or information, cloud 
computing has become popular for storing information or data according to the user's 
needs. However, because information stored in a cloud computing environment is 
widely accessible to anybody, it raises concerns about data or information security.  

We will explore data security and how cryptography algorithms are used to secure 
data in cloud computing environments in the first half of the introduction. Resources 
are abstracted and virtualized from the cloud provider's IT infrastructure and made 
available to the consumer in cloud computing. Cloud infrastructure offers a number 
of benefits to cloud users and other key stakeholders. Access to data stored in the 
cloud from any location, pay-as-you-go, flexibility and elasticity, as well as cost 
savings by avoiding the purchase of hardware and other IT infrastructure. Despite all 
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of these advantages, cloud computing is not without its drawbacks. Security is the 
primary worry in the cloud computing sector. Privacy concerns are the first and most 
evident worry. What makes you think it's safe and secure? Because cloud computing 
is powered by the internet, data migrated to the cloud could be accessed by anyone 
from anywhere if security is hacked. Hackers will go to any length to compromise 
data [2],[3],[7].The information or data security is maintained with help of 
Cryptography. So Cryptography is a way for ensuring data confidentiality. 
Cryptography protects an individual's or organization's data by converting the original 
data to an unreadable, unintelligible format for an unauthorised person and then 
back to the original data for the appropriate authority [1]. The term "secured cloud 
computing" refers to the security of a database and a procedure. Data availability, 
privacy, and reliability are the three protection goals. In cloud computing, 
cryptography ensures knowledge privacy. In today's world, cryptography is viewed 
as a combination of three different techniques. Symmetric-key processes, 
asymmetric-key procedures, and hashing are the three types. Encryption is a data 
cryptography function that scrambles the content of data such as scripts, pictures, 
videos, and sounds to make the information knotted, impalpable, or insignificant 
during transmission or point of confinement [8]. 

In the second half of the introduction, we'll look at how keys are employed in 
cryptography algorithms to ensure data security. Symmetric and asymmetric key 
encryptions are the two main types of encryption algorithms. The transmitter and 
receiver utilise the same key for encryption and decryption in symmetric key 
encryption. In the case of asymmetric key encryption, the two keys, public and 
private, are employed. The term for this sort of encryption is public key encryption. 
Before data is transmitted, a key should be exchanged between the communication 
entities. One of the most significant aspects of these algorithms is the key. Attackers 
can readily break weak keys, but longer, more difficult to break keys are more 
difficult to break. Symmetric key encryption algorithms are still commonly employed 
in secure communication channels as powerful solutions [15],[20],[22]. The security 
of a block cipher mainly depends on the strength of the encryption algorithm and the 
secrecy of the secret key. The strength of the Key Schedule Scheme has a direct 
impact on the security of an encryption algorithm. The KSA uses the secret key to 
generate subkeys that are utilised in each round of an encryption process. It is 
required that the subkeys generated by KSA have no linear link with one another or 
with the secret key. The KSA must be strong enough that even if an attacker obtains 
knowledge of some subkey bits or even a single subkey, he will be unable to 
calculate the entire secret key [9]. In this paper the author proposes a new strategy 
to reduce the key size of the SRP scheme, which enables us to reduce the size of 
the public key by up to 54%. Furthermore, we can use the additional structure in the 
public key polynomials to speed up the encryption process of the scheme by up to 
50% [19]. The efficiency of this security is determined by a number of factors, most 
of which are unrelated, such as the size of cryptographic keys, protocol design, and 
password selection. Each of these issues is equally important: if a key is too small, a 
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protocol is poorly designed or implemented, or a password is improperly chosen or 
secured, the security system will fail and unauthorized access will be achieved [20]. 

The following is the structure of this research paper: “Related Work” provides an 
overview of a method in the field of data security in a cloud computing environment; 
“Suggested Method and Objectives” shows our system's whole process; and 
“Conclusion” wraps up the proposed work.  

 

2 Related Works 

In the first part of the linked work, we'll look at papers about data security and 
cryptographic algorithms used for data security in cloud computing environments. 
Any form of data stored in the cloud is private to the user, and it can be hacked by 
attackers while being shared with the intended recipient. This study gave a quick 
overview of cryptographic methods as well as a novel cryptographic Algorithm 
method for data security that may be utilised to safeguard cloud computing 
applications [1]. 
This paper discusses the principles of cloud computing as well as one of its most 
pressing issues: security. This study looks at a number of different cryptographic 
algorithms employed by prominent cloud providers. It presents an alternate 
technique for encrypting data in transit from the user to the cloud, ensuring data 
security and defending against Man-in-the-Middle (MitM) attacks such as sniffing. 
The paper continues by recommending that the proposed cryptography method be 
further investigated in order to assure data security and privacy in all three data 
states [2]. 
Cloud storage makes it easier to use and manage remote data, but it also increases 
the danger of data tampering. This study proposes a framework based on public 
auditing for developing a unique system for secure data auditing in cloud storage. 
We create a dynamic index table that doesn't require any element transfers during 
inserting or removing operations. If data is not stored on the cloud, a third-party 
auditor can detect the corrupted block. To prevent dos attacks, permission is used 
between cloud storage and third-party services. According to extensive analysis and 
simulation results, the proposed approach is adaptable, efficient, and secures [3]. 
This study presents a data security strategy in light of several examples of security 
risks. The encryption mechanism of data is described in this work as a security 
algorithm. All data stored by cloud users is encrypted using the encryption technique. 
The algorithm is put to the test using a variety of file sizes and types. It is built in 
such a way that it can work quickly and efficiently in a cloud environment [4]. 
The importance of security issues has been addressed in this study as it pertains to 
the core notions of cloud computing and its applications. Through data mining and a 
decision tree algorithm, the suggested technique improves the level of security in the 
cloud computing platform. Low computing burden and client number independence 
aid in the implementation of the suggested approach in real-world applications [5].  
This research proposes a New Lightweight Cryptographic Algorithm for Data 
Security Enhancement that can be utilised to safeguard cloud computing 
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applications. The algorithm is a 16-byte (128-bit) block cypher, and the data must be 
encrypted with a 16-byte (128-bit) key. It is based on feistal and replacement 
permutation architectural methods to increase encryption difficulty. Shannon's notion 
of dispersion and confusion is achieved by the use of logical processes such as 
(XOR, XNOR, shifting, swapping). The length of the secret key and the number of 
spins are also adjustable. When compared to the cryptographic systems commonly 
used in cloud computing, the experimental findings of the proposed method showed 
a high level of security and an evident improvement in measures of cipher execution 
time and security forces [6]. 
The security of cloud computing has been examined in this research. Previous 
investigations have been reviewed from various angles in a literature review. It 
illustrates that studies on safeguarding cloud computing systems have included 
employing various security techniques and encryption approaches, as well as 
applying machine learning to make cloud computing more secure and securing 
massive data in cloud computing systems. A previous study's statistic, taxonomy, 
and an analysis of existing studies have also been discussed. Some researches 
were compared in terms of the methodologies and techniques utilised to secure the 
cloud computing system in this analysis. In addition, based on existing studies and 
research, the review's future directions and findings have been examined [7].  
In the second part of related work, we'll look at a study about key usage in 
cryptographic algorithms.  
The cryptographic strength of key scheduling methods is evaluated using a criterion 
presented in this paper. Different techniques of data production from subkeys, as 
well as a relevant set of statistical tests, are included in this criterion. The statistical 
tests are used to investigate the cryptographic features of the subkeys generated by 
the key schedule, such as diffusion, confusion, independence, and randomness. The 
proposed criterion has been applied to a number of different block ciphers' key 
scheduling algorithms. The findings show that the suggested criterion is capable of 
distinguishing between strong- and weak-key schedule algorithms [9]. 
 In this research, we offer a new technique for shrinking the SRP scheme's key size, 
which allows us to shrink the public key by up to 54%. We may also exploit the 
additional structure in the public key polynomials to speed up the scheme's 
encryption process by up to 50%. Experiments prove that our changes do not 
compromise the scheme's security [19].  
After deciding to adopt public-key cryptography, an organisation must still make a 
number of essential considerations before implementing a workable system. One of 
the more difficult difficulties is determining the length of the keys that will be utilised 
within the system: longer keys provide more security but take longer to perform the 
cryptographic procedure [20]. 

We provide suggestions for determining key sizes for symmetric cryptosystems in 
this article [21]. 
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3 Research Objectives 

3.1 Design of Proposed Algorithm:- 

This research introduces a novel data security approach for cloud computing 
environments. The method encrypts the data, converting plaintext into an unreadable 
format. The unreadable data is transmitted to the cloud following the encryption 
process. We safeguard our data and store it in the cloud using this novel way, and 
no unauthorized person may access it. The proposed technique includes steps to 
encrypt data, as indicated in the figure. The suggested approach encrypts data in 
rounds, with proposed encryption methods to follow for each of the 18 rounds. Data 
(plaintext) is used as an input to the rounds, using three steps i.e. Transport Sub 
bytes, Row Transit, and Round Key. The following are the steps outlined in the 
following section. 

 

Figure 1: Proposed Method for Encryption of Data 

A. Data (Plaintext): - 

Plaintext refers to the text or information that we want to protect on the cloud using 
the encryption technique we've proposed. We may secure our data or information 
before transmitting it to the cloud using this proposed procedure. This proposed 
method of encryption ensures that our data on the cloud is kept safe. Initially, the 
plaintext is XORed with a 32-bit key created automatically using a pseudo random 
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generation technique, which is then coupled with the control vector for better 
security. Plaintext output XORed with a key and a control vector It is passed on to 
the next step, transport subbyte, as an input. The output of this is called as state 
array. 

 

 

B. Transport Sub Bytes:- 

The state array is the input to the byte substitution state. Transport Sub Bytes is a 
byte substitution method that generates a new value by passing each byte through a 
different function and then converting the byte using the S Box table. The byte is fed 
into the S Box table, which transforms it to another value using its decimal code. If 
the hexadecimal code for byte is 43, the procedure will look for it in the S Box table, 
where the first number is 4 (row) and the second number is 3 (column). We'll receive 
the new value for the byte from that row and column of the S Box table. We will get 
an output from this byte substitution and S Box calculation, and the result of 
transport sub byte will be used as State array. 

 

C. Rearrange the Rows:- 

The result of transport sub byte is an input to the rearrange the row step. Row 
rearrangement adjusts or offsets the values in the last three rows of a State array by 
a different number of spots each time. Each value shifts a specific number of 
positions to the left while looking at a State array square, with the left-most value 
wrapping around to become the right-most value. The row transition is used to move 
bytes around in the state array. By this movement or shifting of rows it is not easy to 
predict the original bytes, for that reason this step is used. The output of this step is 
passed on to the next step i.e. Round key to add. 

 

D. Incorporate a Round Key:- 

The incorporation of round key is done to previous step output. We utilise our own 
private key to execute step even before we enter round. However, instead of using 
the private key in each round, we generate a sub key, which is then used to add. The 
round key adding is a step actually the first and last process to be applied to the 
State array during encryption. The round key is used in conjunction with control 
vectors to create robust encryption. We generate a new key for each four rounds 
using the Rijndael method, based on the key schedule, and a control vector is added 
for strong encryption. The round key is another key which is used as sub key for 
addition of bits to make encryption strong. The values from the round key and control 
vectors are literally put together in the State array by adding bytes in the same 
position. 
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To convert plaintext to unreadable text, repeat these steps for all 18 rounds (cipher 
text). As a result of this step-by-step process, strong encryption will be generated, 
and we will be able to send unreadable data to the cloud. 

 

E.Unreadable Text:- 

Finally, after completing all of these procedures, the sensitive text will be converted 
or encrypted into an unreadable format. As a result, no unauthorized person or user 
will be able to access or read this data or information. Following the encryption of 
confidential content, the encrypted data is sent to the cloud for storage. 

 

3.2 Approach for Generation of Key Automatically:- 

A key is a collection of random characters arranged in a specific order. Encryption 
techniques scramble data with the help of a key, making it unreadable to anyone 
who doesn't have the key. In Cryptography for generating the keys, process of key 
generation is used. With this key we can encrypt the data or information and to 
generate key a device or program used. Integers are used for the keys in Computer 
cryptography. Keys are sometimes produced at random using a random number 
generator (RNG) or a pseudorandom number generator (PRNG). A pseudorandom 
number generator (PRNG) is a computer technique that generates data that appears 
random when analyzed. PRNGs that use system entropy to seed data often give 
better results, as this makes guessing the PRNG's beginning circumstances 
considerably more difficult. Using information from outside the system is another 
technique to generate unpredictability [18]. So we will produce the key automatically 
to perform the computation in the suggested approach using this pseudo random 
generating method and rijndael algorithm. 

 

3.3 Minimize the Number keys for Encryption:- 

The keys and sub keys for encryption and decryption in existing techniques are 
created via rounds computing. The DES algorithm, for example, has a 16-round 
encryption and decryption process. For encryption, 16 sub keys are generated in 16 
rounds. So, in the existing technique, many keys and sub keys are used and created 
according to the round for encryption, but in the proposed approach, we are 
attempting to reduce the number of keys and sub keys required for encryption and 
decryption. We are attempting to utilise fewer keys in the proposed algorithm, so the 
initial key is XORed and coupled control vector with input plaintext, and then one key 
is added in each round and coupled with vector, with the same key being used for 
the next four rounds, i.e. one key for four rounds. For the last encryption round, one 
key is combined with a control vector. For strong encryption, the keys are combined 
with a control vector. Only six keys are used in the encryption process: one key with 
plain text in the first round, four keys for the next 16 rounds, and one key for the last 
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round. As a result, we reduce the number of keys to six for the entire 18-round 
encryption procedure. 

 

3.4 Reducing the size of the Key while Encryption:- 

The operation on data, i.e. plaintext, is controlled by the key. Only the right key can 
be used to convert plaintext to encrypted text, and vice versa. Many things are 
depend on the algorithm which is publicly known and it is only the difficulty of 
obtaining the key that determines the security of system. The common perception is 
that the system's security should be solely dependent on the key. For our proposed 
approach, we generated a 32-bit key for the data encryption procedure. For strong 
encryption, this key is produced automatically with pseudo random generator and 
combined with a control vector. A method is presented for controlling cryptographic 
key usage based on control vectors. Each cryptographic key has an associated 
control vector that defines the permitted uses of the key within the cryptographic 
system. At key generation, the control vector is cryptographically coupled to the key 
by way of a special encryption process [22]. As a result, no illegal actions may guess 
the key or decipher the unreadable text that results from the encryption process. This 
method has a smaller key size than the previous one. 

 

4.  Illustration of Proposed system 

4.1 Proposed System:- 

 

Figure 2: A screenshot of the proposed system's home page. 



Tianjin Daxue Xuebao (Ziran Kexue yu Gongcheng Jishu Ban)/ 
Journal of Tianjin University Science and Technology 
ISSN (Online): 0493-2137 
E-Publication: Online Open Access 
Vol:54 Issue:09:2021 
DOI 10.17605/OSF.IO/F8TPQ 
    
 

Sep 2021 | 148  

 

This home page demonstrates how to enter data (plaintext) and how to generate 
keys for data encryption automatically after clicking generate. For strong encryption, 
the 32 bit key will be generated with the help of a control vector, and all keys will be 
generated for 18 rounds, but all keys will be of decreased size and it will be 
incorporated in the encryption round process. The control vector is utilised for 
coupling with keys in the background process, which improves security. The keys 
are generated every round in the present technique, but we only generate 6 keys 
here, i.e. 2 keys are generated for the first and end rounds, and only 4 keys are 
generated per four rounds for the intermediate 16 rounds. Finally, after pressing the 
encrypt button, the plaintext we entered will be turned into unreadable text. After 
converting plaintext to unreadable text, we send it to the cloud, ensuring that no 
unauthorised individuals have access to the information. In this paper, we introduce 
a novel data encryption technique for increased security. 

 

4.2 Plaintext Input:- 

  

Figure 3: shows a screenshot of the plaintext input page. 

The page depicts how to input the plaintext to system for conversion to unreadable 
text. 

4.3 Key Generation and Incorporation of Round Key:- 
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Figure 4: shows a screenshot of the Key Generation page. 

This page shows how to generate keys in a round procedure for data encryption. 

 

 

 

4.4 Unreadable Text:- 

 

 

Figure 4: shows a screenshot of the encryption of plaintext page. 

Finally, this article demonstrates how to encrypt plaintext into unreadable text. After 
encryption, the data is sent to a cloud environment for storage, and this proposed 
method makes it difficult for anyone to crack the unreadable text into plaintext on the 
cloud. 
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5.  Conclusions 

We can observe in this paper that designing a cryptographic method provides better 
security than existing algorithms. We reduced the size of the key in this approach to 
32 bits, which is smaller than the existing algorithm. In the existing algorithm, we use 
keys or sub keys based on the number of rounds we perform for encryption, but in 
the proposed algorithm, the keys are minimized up to 6 keys, i.e. one key is 
generated for the first round, four keys are generated for rounds 2 to 17, and one key 
is generated for the last round. For the automatic production of keys, we used a 
pseudorandom number generator. So, with all of the objectives addressed in this 
study, the suggested algorithm will provide better security to data or information 
when it is sent to the cloud. 
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